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B Abstract. The study aimed to analyse the effectiveness of educational programmes in the fields of F2
Software Engineering, F3 Computer Science, and 126 Information Systems and Technologies, and to identify
ways to improve them based on the needs of the industry. The research methodology included questionnaires,
quantitative analysis, comparative analysis of educational programmes, and expert evaluation of teaching
materials. During the study, conducted in September 2024, the study determined that educational programmes
for training specialists in computer science, software engineering, and information systems need to be updated
following labour market requirements. An analysis of teaching materials revealed that most educational
programmes do not update the technologies and tools used in the professional sphere, nor do they consider the
development of digital skills and principles of sustainable development. Moodle was the most popular learning
platform, used by 40% of respondents. According to teachers' assessments, students' digital literacy is mostly at
an average level (56.6%). Only 31.6% of respondents noted a high level, which indicated a need for professional
competence development. The student survey revealed that a blended form of educational organisation
dominates (over 60% support) in combination with a high level of digital autonomy among students (79%
study materials independently). The analysis of training revealed that although there are isolated attempts to
integrate innovative technologies, in particular artificial intelligence, their implementation is insufficient for
the full development of specialists. There is a need to improve teaching methods through the integration of
online courses and project activities. The results can be used by teachers and administrators of higher education
institutions to improve training methods, to update educational programmes in line with the requirements of
the modern labour market
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¥ Introduction
Training specialists in information technology (IT) has
become relevant in the context of the transition to a

technology with awareness of environmental, social and
economic challenges. The transformation of the educa-

sustainable development model and the active intro-
duction of digital technologies in all spheres of public
life, particularly in education. Sustainable development
requires the formation of professional competence
that combines knowledge in the field of information

tion system involves rethinking educational approach-
es, the content of educational programmes, teaching
methods, and the development of students’ critical
thinking, self-learning, interdisciplinary interaction
and innovative activities. There is a growing demand
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for specialists who are not only capable of developing
IT solutions, but also address the principles of ethical
use of technology, digital security, energy efficiency and
environmental impact. There is a problem of adapting
the IT training system to the new conditions of digital-
isation and the challenges of sustainable development,
which requires updating the conceptual foundations
of professional training, introducing innovative educa-
tional practices, strengthening the interdisciplinary na-
ture of learning and developing digital culture among
students. The need for such an update is determined
not only by rapid technological changes, but also by
the need to ensure a balance between technical compe-
tence, social responsibility and environmental aware-
ness among future IT professionals.

Several studies addressed various aspects of IT
specialist training in the context of digitalisation and
transformation of the educational space. In particular,
Y. Tryus & L.V. Herasymenko (2021) emphasised the
introduction of elements of dual education into the
training process for future IT specialists. The study pro-
posed effective models, methods, and means of training
that combine academic education with practical experi-
ence in enterprises. The results show an improvement
in the quality of student training thanks to the system-
atic integration of the educational process with real
production conditions. B. Zulauf & N. Knipprath (2020)
investigated the specifics of training IT specialists in
university computer centres. The study emphasised the
need for practice-oriented training, which includes the
implementation of real projects, work with infrastruc-
ture tasks and participation in the technical support of
IT systems of institutions. This format contributes to
the formation of professional skills and readiness for
practical activities. O. Yezhova (2024) revealed the pos-
sibilities of using digital technologies in the profession-
al training of specialists in the field of technology and
design. The study showed that the use of digital tools
increases students’ interest in learning, promotes the
development of creativity, interdisciplinary thinking,
and independence in the learning process.

Theoretical and methodological approaches to
developing the educational potential of students in
higher education institutions (HEIs) were proposed by
V. Leleka et al. (2023). The study emphasised person-
ality-oriented education, self-realisation of students,
and the development of their professional autonomy,
which are key factors in the high-quality training of IT
specialists. M.A. Alzahrani (2025) addressed the sig-
nificance of assistive technologies in teaching students
with disabilities in an inclusive education environment.
Although the study does not exclusively concentrate on
IT specialists, it emphasises the significance of adapting
digital solutions to the needs of different categories of
learners, which is also relevant for the training of fu-
ture IT specialists. L.I. Bilousova et al. (2024) present-
ed their experience of implementing interdisciplinary

projects in the training of future IT specialists. The
study demonstrated that cross-sector integration pro-
motes the development of systematic thinking, com-
munication skills, and the ability to solve complex
problems in the IT field. The researchers emphasise the
importance of teamwork in such projects, as it develops
cooperation skills in a real professional environment. In
addition, the integration of several disciplines improves
mastery of the practical context of the IT industry.

I. Hevko et al. (2020) emphasised the development
of practical skills in modelling and printing three-di-
mensional objects during professional training. The
use of 3D technologies not only improved mastery of
modern tools among students but also contributed to
the development of spatial thinking, design skills and
engineering competence. Such technologies ensure in-
teractivity and clarity of the learning process, which
increases student motivation. The above-mentioned
studies mostly focused on individual aspects of IT spe-
cialist training, namely dual education, digital tech-
nologies, interdisciplinarity or technical skills, but did
not sufficiently cover a comprehensive model of pro-
fessional training in the context of sustainable devel-
opment. The study aimed to analyse educational pro-
grammes in Ukrainian higher education institutions.
The objectives of the study were to analyse curricula
and teaching materials to identify benefits and issues;
to determine the relevance of teaching materials to the
modern requirements of the IT industry and the needs
of the labour market based on a survey of study partic-
ipants; to develop recommendations for improving ed-
ucational programmes, incorporating the requirements
of IT companies and trends in the IT sector.

® Materials and Methods

The study analysed the curricula and educational pro-
grammes at bachelor’s level at three leading higher ed-
ucation institutions in Ukraine: the Interregional Acad-
emy of Personnel Management (IAPM), the National
Technical University “Kharkiv Polytechnic Institute”
(NTU KhPI) and Vinnytsia National Technical Univer-
sity (VNTU). These universities were selected due to
their representativeness in the field of IT education,
different forms of ownership (public and private insti-
tutions), and the availability of accredited educational
programmes. The analysis covered the curricula and
methodological materials of bachelor’s degree pro-
grammes in the specialities F2 Software Engineering,
F3 Computer Science and 126 Information Systems
and Technologies. Identification of the advantages and
disadvantages of training and the level of integration of
sustainable development principles into the content of
training were emphasised.

The study also used methodological materials, in
particular: textbooks (Dovgalets & Masliy, 2009; Butenko
& Syry, 2020) to analyse traditional approaches to teach-
ing basic IT disciplines in Ukrainian higher education
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institutions; online courses on the Udacity and Coursera
platforms to compare the content of modern internation-
al training. The course “CS50: Introduction to Computer
Science” on edX was used as an example of a compre-
hensive general introduction to computer science with
an emphasis on practical skills. The presentations [RE-
183] Machine learning theory and algorithms (n.d.) were
selected as a representative example of methodological
support for Ukrainian technical programmes.

The study, conducted in September 2024, included
a survey of 240 IT students (80 from each university).
The sample of students included students aged 17 to
22 (132 males and 108 females) studying technical
subjects. The criteria for inclusion in the study were:
studying IT disciplines at the specified higher educa-
tion institutions and voluntary consent to participate in
the survey. The criteria for exclusion were the absence
of informed consent or withdrawal from the survey
process. Sixty IT teachers were also surveyed, 20 from
each university. A separate questionnaire consisting
of closed questions was used for each category of re-
spondents (students and teachers). Responses were
recorded in a multiple-choice format, which facilitat-
ed quantitative analysis. Responses were scaled using
nominal and ordinal scales, depending on the nature
of each question. The survey was conducted in person
using paper questionnaires, which respondents filled
out directly in the classrooms. After the questionnaires
were collected, the data were processed and analysed
using quantitative statistical methods. Questionnaire
for students of technical specialities:

1. Which learning format do you consider to be the
most effective? (Face-to-face/Distance learning/Blend-
ed learning)

2. Are you familiar with the concept of “sustainable
development” in the context of IT? (Yes, very familiar/
Heard of it, but know little about it/No)

3. Which digital platforms do you use most often
during studies? (Moodle/Google Classroom/Zoom or
Teams/Other)

4. What proportion of the learning material is stud-
ied independently using online resources? (More than
50%/20-50%/Less than 20%/1 do not use online re-
sources)

5. Do you have sufficient practical training for your
future profession? (Yes/Partially/No)

6. What skills should be prioritised in IT education,
in your opinion? (Teamwork/Critical thinking/Work-
ing with big data/Other)

7. How would you rate the level of digitalisation at
your educational institution? (High/Medium/Low)

8. Would you like to participate in international ed-
ucational IT projects? (Yes/Maybe/No)

The questionnaire for IT teachers consisted of the
following questions:

1.Is the concept of sustainable development includ-
ed in your educational programmes? (Yes/Partially/No)
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2. Which digital educational platforms do you use
most often in teaching? (Moodle/Google Classroom/
Microsoft Teams/Other)

3. How would you rate the level of digital literacy
among students? (High/Medium/Low)

4. What forms of educational process organisation
do you practise most often? (Face-to-face/Distance
learning/Blended learning)

5. Have you taken any advanced training courses in
digital pedagogy? (Yes, regularly/Yes, once/No)

6. What topics should be covered more extensively
in IT specialist training? (Ethical aspects of technology/
Green IT/Cybersecurity /Other)

7. What difficulties do you most often encounter
when introducing innovations in teaching? (Insuffi-
cient technical support/Resistance to change/Lack of
time/Other).

The collected data were statistically processed us-
ing descriptive statistics methods, which determined
the average values, frequencies, and trends in respond-
ents’ assessments. The analysis of the obtained data
identified key aspects that influence the effectiveness of
learning and teaching technical disciplines in conditions
of constant change. The results obtained contributed to
the formulation of recommendations based on the re-
quirements of IT companies. The study was conducted
following the American Sociological Association’s Code
of Ethics (1997) on ethical principles for research in-
volving human subjects. All participants provided writ-
ten consent to voluntarily participate in the study.

® Results

Analysis of curricula and teaching materials

The training of specialists in the field of information
technology largely depends on the content of edu-
cational programmes, the structure of curricula, the
relevance of teaching materials, and the alignment of
the educational process with the current challenges of
digital transformation and sustainable development.
An analysis of the curricula of three bachelor’s pro-
grammes: F2 “Software Engineering” (n.d.) at the Inter-
regional Academy of Personnel Management, Computer
science. Modelling, design and computer graphics (n.d.)
at the National Technical University “Kharkiv Polytech-
nic Institute” (F3 Computer Science) and Educational
programme “Intelligent Information Systems” (Bache-
lor’s degree) (n.d.) at Vinnytsia National Technical Uni-
versity (126 Information Systems and Technologies) -
revealed both common features and differences in the
priorities of training students.

The F2 “Software Engineering” (n.d.) educational
programme has an applied focus, emphasising software
development, testing, and quality assurance. Its content
is geared towards developing the practical skills nec-
essary for graduates to quickly integrate into the pro-
fessional environment. Automated testing tools, soft-
ware code construction principles, and working with
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command development systems are given special atten-
tion. The programme demonstrates a clear connection
between applied disciplines, ensuring the integrity of
the training. The educational programme Computer sci-
ence. Modelling, design and computer graphics (n.d.) is
characterised by a fundamental orientation and a deep
theoretical foundation. Its structure includes mathemat-
ical logic, algorithms, data structures, information theo-
ry, software engineering, and artificial intelligence. The
sequential study of disciplines ensures gradual mastery
of the basic and specialised aspects of computer science.
The programme promotes the development of analyti-
cal thinking, which is critical for research and develop-
ment and the creation of innovative IT products. Edu-
cational programme “Intelligent Information Systems”
(Bachelor’s degree) (n.d.) focuses on IT infrastructure
management, information systems design and adminis-
tration, and the implementation of digital services. Em-
phasis is placed on IT project management that meets
market requirements in the context of the development
of e-government, financial technologies, and the digi-
tal economy. Students receive IT project management
as a key focus, meeting market demands in the context
of e-government, financial technology, and the digital
economy. Students learn about corporate systems, cy-
bersecurity, user interaction, and technical support.

A substantial component of IT specialist train-
ing is the use of methodological materials that en-
sure high-quality assimilation of the educational ma-
terial. For example, the manual by S.M. Dovgalets &
R.V. Masliy (2009) serves as the main source for stud-
ying algorithms and programming languages such as
C++ and Python. It is notable for its logical structure
and contains practical tasks for independent study. In
turn, the textbook by T.A. Butenko & V.M. Syry (2020)
covers a wide range of topics: from databases and tel-
ecommunications to the basics of cybersecurity and
the organisation of IT systems. Additional resources in-
clude interactive online courses, including CS50: Intro-
duction to Computer Science from Harvard University,
which provides basic training in computer science, and
the Machine Learning specialisation from Stanford Uni-
versity (Coursera), which introduces students to mod-
ern machine learning algorithms and their practical ap-
plication. Authored teaching materials are also widely
used, including the presentations [RE-183] Machine
learning theory and algorithms (n.d.).

The organisation of the educational process in IT
specialities is characterised by flexibility and practical
orientation. The main forms include lectures, laborato-
ry and practical classes, seminars, project-based learn-
ing, participation in hackathons, internships and work-
shops. A significant part of the educational process aims
to solve real-life cases, develop software products, and
defend coursework and theses of an applied nature.
Pedagogical support for learning is based on the princi-
ples of constructivism, active independent acquisition

of knowledge through practice, and the principles of
andragogy, which incorporate the needs and motivation
of adult learners. Modern methodological approaches
are used: problem-oriented learning, project method,
case method, blended learning, flipped classroom, and
elements of gamification. Digital platforms (GitHub, Mi-
crosoft Teams) are actively used to provide asynchro-
nous learning, teamwork, and individual educational
trajectories. This approach contributes not only to the
formation of professional knowledge and skills but also
to the development of critical thinking, responsibility,
time management, and effective communication.

The educational programmes of specialities F2 Soft-
ware Engineering, F3 Computer Science, and 126 Infor-
mation Systems and Technologies have both strengths
and certain limitations that affect the quality of training
of specialists in the field of IT. The Computer Science
and Intelligent Systems programme provides a thor-
ough study of algorithms and data structures, which are
fundamental to the development of high-performance
systems and machine learning systems. Practical train-
ing is prioritised: laboratory assignments are conduct-
ed using the Python and Java programming languages,
as well as modern artificial intelligence libraries such as
TensorFlow and PyTorch, which meet the requirements
of employers. Students can work on projects involving
the development of intelligent agents and robotic sys-
tems, gaining practical experience in solving real-world
problems. The academic programme is complemented
by the integration of online courses, such as Machine
Learning, which provides access to relevant case stud-
ies and the latest tools. At the same time, there are cer-
tain shortcomings, in particular the use of outdated
methodological manuals (Dovgalets & Masliy, 2009;
Butenko & Syry, 2020), which do not cover modern Al
frameworks and cloud services. There are also no sep-
arate training modules on cybersecurity and building
DevOps pipelines using Docker, Kubernetes, and CI/CD
systems. In addition, cooperation with IT companies on
organising internships and implementing practical case
studies in the local market is limited.

The F2 “Software Engineering” (n.d.) programme
specialising in Software Engineering focuses on a com-
prehensive study of the software development life cy-
cle, from planning and coding to testing and support.
Learning modern collaboration tools is a substantial
part of the programme: version control systems (Git),
agile methodologies (Agile, Scrum), and continuous in-
tegration tools (Jenkins, GitLab CI). Students complete
project work on the development of web and mobile
applications using React, Node.js, and REST API, which
simulates typical commercial tasks. However, the pro-
gramme lacks a practical component in the field of con-
tainerisation and orchestration, in particular, working
with Docker and Kubernetes. In addition, there are
no in-depth courses on cloud platforms such as Ama-
zon Web Services, Azure or Google Cloud, which limits
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students’ preparation for deploying production envi-
ronments. The block on machine learning or working
with big data is also insufficiently represented, which
reduces the interdisciplinary potential of the pro-
gramme. In turn, the Information Systems and Technol-
ogies programme provides students with knowledge
of comprehensive database processing (SQL, NoSQL),
network technologies and server administration, which
meets the market demand for specialists in the field of
DBMS and infrastructure engineering. The programme
also includes modules on IT governance, digital ethics
and sustainable IT principles, which promote mastery
of environmentally responsible design and provide
knowledge on GDPR compliance. The ability to choose
a specialisation (cybersecurity, data analytics or 1oT)
through elective disciplines makes the programme flex-
ible and adaptable to the individual needs of students.
An additional advantage is the use of the CS50 course,
which provides a systematic awareness of the basic
principles of computer science. At the same time, some
teaching materials, such as the presentation [RE-183]
Machine learning theory and algorithms (n.d.), are only
of theoretical value and lack interactive components
such as simulations or hackathons. There is also the use
of outdated technologies, such as Hadoop and Spark,
without adaptation to modern cloud data centres. Lim-
ited interaction with the business environment remains
a significant problem: students lack access to open data
and real-world cases from IT companies to address
practice-oriented projects.

In general, educational programmes for training IT
specialists in Ukrainian higher education institutions
demonstrate compliance with international education-
al standards, in particular the recommendations of the
ACM & IEEE Computer Society (2013) on training bach-
elors in computer science, as well as the standards of
the European Committee for Standardisation (2014)
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standards, which define professional competencies in
the field of ICT (information and communication tech-
nologies) within the European Higher Education Area.
This applies primarily to content, the use of digital re-
sources, and the development of key professional and
interdisciplinary competencies. However, there is still
a need for further modernisation of educational pro-
grammes, updating of methodological materials, and
more active integration of the principles of sustainable
development and the development of digital culture.
Such an update will contribute to more effective train-
ing of specialists capable of responding to the challeng-
es of the digital economy and actively participating in
the sustainable development of society.

Evaluating the effectiveness of methodological and
theoretical approaches in training IT specialists
The quality of training for future IT specialists largely
depends on the systematic evaluation of the methodo-
logical and theoretical approaches used. In the context
of rapid technological change and growing demands on
the qualifications of IT specialists, universities must not
only update the content of their programmes, but also
constantly review the effectiveness of their teaching
methods. The quality of the educational process direct-
ly affects the ability of graduates to quickly adapt to the
needs of the labour market, implement innovations and
work in a highly competitive environment.

To identify the modern state of use of methodo-
logical and theoretical approaches in the training of IT
specialists, as well as to assess the level of integration
of modern educational practices in university courses,
a questionnaire was developed for teachers of IT disci-
plines. The main aspects of the survey provided a com-
prehensive overview of the implementation of modern
methodological approaches in higher IT education, as
well as identifying areas for improvement (Table 1).

Table 1. Results of a survey of IT teachers

Yes 10 7 25

Is the concept of sustainable development 8

taken into account in your educational Partially 9 6 10 25

programmes? No 3 4 3 10

Moodle 7 9 8 24

What digital tools do you use most often Google Classroom 6 4 5 15

in teaching? Microsoft Teams 3 5 4 12

Other 4 2 3 9

High 5 8 6 19

How W(_)uld you rate the level of digital Average 13 10 1 34

literacy among students?

Low 2 2 3 7

Face-to-face 5 15

What forms of training do you practise Remotely 6 5 4 15
most often?

Mixed 10 10 10 30

Yes, regularly 4 15

Have you tak(_en any advanced training Yes, once 10 27

courses in digital pedagogy?
No 6 18
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Table 1. Continued

Question Answer options NTU KhPI
Ethical aspects of technology 6 4 5 15
What topics should be covered more Green IT 5 7 6 18
extensively in IT specialist training? Cybersecurity 7 7 8 22
Other 2 2 1 5
Insufficient technical support 6 5 5 16
What difficulti_es do you m_ost ofte_n Resistance to change 3 4 3 10

encounter when introducing innovations -

in teaching? Lack of time 7 8 8 23
Other 4 3 4 11

Source: compiled by the author

An analysis of the results of a survey of IT teachers
at three universities revealed quantitative and qualita-
tive characteristics of the modern state of integration
of digital tools and sustainable development principles
into the educational process. Regarding the inclusion of
the concept of sustainable development in education-
al programmes, 41.7% of respondents indicated that it
is fully included, another 25% (41.7%) indicated that
it is partially included, while 16.6% indicated that it is
completely absent. Moodle was found to be the most
widely used tool in teaching digital disciplines, with
40% of respondents using it. Google Classroom (25%)
and Microsoft Teams (20%) are used slightly less fre-
quently. Other tools were mentioned in 9 cases (15%).
These results indicate a certain preference for locally
installed learning management systems over cloud
services. Regarding the assessment of students’ digi-
tal literacy, most teachers (56.6%) consider it average,
31.6% consider it high, and 11.8% consider it low. This
distribution shows that, according to teachers’ obser-
vations, a significant proportion of students have only
basic digital skills, which can be a barrier to the effec-
tive acquisition of the latest IT knowledge. In terms of
teaching methods, blended learning prevails, practised
by 30 teachers (50%). Fifteen teachers (25%) use
both face-to-face and distance learning methods. This
demonstrates the growing popularity of a combined ap-
proach, which correlates with global trends in the digi-
tal transformation of education. Regarding professional
development in digital pedagogy, 45% of respondents

had taken relevant courses once, 25% had attended
regularly, and 30% had never participated. Among
the topics that, according to teachers, require more
attention in the training of IT specialists, the most fre-
quently mentioned were cybersecurity (36.6%), green
IT (30%) and ethical aspects of technology (25%). This
choice demonstrates the relevance of an interdiscipli-
nary approach to training future IT specialists. Regard-
ing the readiness of graduates for the challenges of the
digital economy, the majority of respondents (36 peo-
ple, or 60%) chose the option “partially”. Only 23.3%
of people consider the training to be sufficient, while
16.7% do not. This indicates a gap between the educa-
tional process and the demands of the labour market.
Teachers cited lack of time (38.3%), insufficient techni-
cal support (26.6%) and resistance to change (16.6%)
as the most common difficulties in implementing in-
novations. These barriers need to be addressed in the
management decisions of higher education institutions.

The survey results indicate certain dynamics in the
renewal of the educational process in the field of IT,
revealing critical points that require further improve-
ment. In the context of digital transformation, it is nec-
essary not only to modernise the content of disciplines,
but also to ensure sustained support for teachers, ex-
pansion of digital infrastructure and increased practi-
cal orientation of courses. The next stage of the study
was a survey of students in technical specialities, which
provided an insight into the educational process from
the perspective of student experience (Table 2).

Table 2. Results of a survey of students studying technical subjects

Question Answer options IAPM NTU KhPI VNTU Total
Face-to-face 17 15 19 51
Learning format is con51_dered to be Remote 14 12 1 37
the most effective
Mixed 49 53 50 152
Yes, well aware 19 18 16 53
Familiarity with the concept of | Aware of the concept, but have little 40 42 38 120
“sustainable development” in IT knowledge about it
No 21 22 24 67
Moodle 28 31 26 85
Most commonly used digital Google Classroom 22 20 23 65
platforms Microsoft Teams 20 19 20 59
Other 10 10 11 31
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Table 2. Continued

NTU KhPI VNTU

More than 50% 26 28 25 79

Share of independently learned 20-50% 36 37 38 111
material Less than 20% 14 11 12 37

Online resources are not used 4 4 5 13

Yes 21 23 25 69

Sufficiency of practical training Partially 43 40 38 121
No 16 17 17 50

Collaboration 27 24 26 77

Required skills for further Critical thinking 22 23 20 65
development Big data handling 25 26 27 78

Other 6 7 7 20

High 20 22 24 66
Level of diglitali.sati.on qf higher Average 43 1 20 124

education institutions

Low 17 17 16 50

) o ] Yes 50 53 54 157
international T projects Possibly 24 22 20 66
No 6 5 6 17

Source: compiled by the author

A survey of students revealed key features of their
perception of the educational process and their level of
preparation for professional activity in the IT industry.
First of all, the results showed a predominance of inter-
est in a blended learning format: it was supported by
more than 60% of respondents. The traditional face-to-
face format was supported by about a fifth of respond-
ents, while fully distance learning proved to be the
least popular, with less than 16%. This indicates that
students are keen on combining the flexibility of online
learning with the effectiveness of live communication.
In terms of awareness of the concept of “sustainable
development” in the IT field, only 22% of respondents
indicated a mastery of the topic. Half of the students are
only superficially familiar with it, while 28% have never
heard of this concept. This indicates a need for the tar-
geted introduction of relevant disciplines into technical
education programmes. When it comes to the use of ed-
ucational digital platforms, students most often turn to
Moodle, followed by Google Classroom and Teams. In
particular, these three platforms together account for
over 85% of responses, confirming their dominance in
the educational process. The share of alternative plat-
forms was insignificant, which indicates a limited range
of digital tools in everyday learning. Most students
actively use online resources for self-study: over 79%
of respondents study 20 to 50% or more of the educa-
tional material independently. Only a small proportion
of students (approximately 5%) do not engage in inde-
pendent work with digital resources, indicating a gen-
eral trend towards digital autonomy among students.
As for practical training, only slightly more than a quar-
ter of respondents consider it sufficient. Instead, the
majority (71%) assess their level of practical skills as
partial or insufficient. This highlights the need for more
active implementation of practice-oriented courses, in-
ternships, and project activities. The identification of

the most sought-after skills yielded an interesting re-
sult: approximately one-third of students chose work-
ing with big data, almost as many chose teamwork, and
one-quarter chose critical thinking. This demonstrates
awareness of the importance of both technical and soft
skills in professional growth. Most respondents rated
the level of digitalisation in educational institutions as
average, slightly less than a third rated it as high, and
one in five rated it as low. Such variability in ratings may
indicate both differences between institutions and une-
ven implementation of digital practices within a single
institution. Lastly, 65% of respondents expressed high
motivation to participate in international IT projects,
with more than a quarter considering such an oppor-
tunity. Only a small number of students rejected such
initiatives, demonstrating the potential for active inter-
national integration.

During the survey of all participants in the study,
several aspects were identified that indicate non-com-
pliance with substantial principles of the modern edu-
cational process in technical specialities. One of these
principles is the principle of practical orientation of
education, which is critical for training specialists in
the field of IT. Most students rate the level of practical
training as insufficient, which indicates that the edu-
cational process does not sufficiently address the de-
velopment of practical skills. This is also confirmed by
the high level of independent learning using online re-
sources, which highlights the lack of practical tasks and
projects in the academic programme. The lack of a prac-
tical component in education may result in graduates
not having the necessary skills to work in real labour
market conditions. Another principle that has not been
sufficiently reflected in the educational process is the
personalisation of learning. According to the survey re-
sults, students believe that the blended learning format
has become the most effective, but most of them do not
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receive enough individual attention during their stud-
ies, which is confirmed by the lack of adequate practical
training. This also indicates that the educational pro-
cess needs to be adapted to different types of students
and their needs, particularly those who are interested
in specific technologies or methods, such as working
with big data or teamwork.

According to the survey results, most students
actively use online resources for self-study, which ex-
pands the knowledge of students outside the scope of
the academic programme. At the same time, this self-
study process is a substantial tool for the development
of critical thinking. The use of online courses, videos,
articles, and practical learning tools not only improves
mastery of new technologies among students but also
helps them evaluate them from different perspectives,
which contributes to the development of analytical
skills and further research of the material. A substan-
tial component of self-learning is that it promotes the
development of critical thinking in students, especially
in the context of technological innovation. When stu-
dents learn new technologies independently, they often
encounter problems that require a creative approach to
solving tasks. Therefore, students can develop skills for
solving non-standard problems by evaluating different
options and justifying their choices. Thus, self-study not
only provides the necessary knowledge but also active-
ly influences the formation of critical thinking, which is
one of the key competencies of a future IT specialist.

Recommendations for improving educational
programmes, incorporating the requirements

of IT companies and trends in the development

of the technology sector

Improved educational programmes for IT specialisa-
tions are necessary in light of the rapid development of
digital technologies and growing employer demands for
specialists in this field. To improve the learning process
and eliminate identified shortcomings, it is necessary
to comprehensively modernise the content of educa-
tion, methodological approaches and forms of learning
organisation, focusing on the real needs of the labour
market and the experience of leading IT companies. In
particular, it is necessary to integrate educational pro-
grammes with the practical activities of IT companies.
This can be achieved through the introduction of dual
education, where part of the training takes place di-
rectly at the companies’ premises, using their technical
environment, tools and practices. It is also advisable to
create joint educational trajectories with the partici-
pation of practising specialists who will be involved in
developing courses, giving lectures, conducting work-
shops, and mentoring student projects.

Leaders of IT companies such as EPAM System and
SoftServe note that specialists who have not only techni-
cal knowledge but also critical thinking skills, teamwork
skills, the ability to quickly adapt to new technologies,

mastery of the principles of software architecture, De-
vOps approaches, systems thinking, and Agile frame-
works are most valued. They also emphasise the need
for knowledge of cybersecurity, cloud technologies
(Amazon Web Services, Azure), artificial intelligence,
machine learning, and working with big data. For ed-
ucational programmes to meet these expectations, the
content of academic disciplines needs to be reviewed.
For example, it is advisable to include courses on mod-
ern programming languages, as well as a more in-depth
study of frameworks. It is advisable to integrate classic
relational systems, namely MySQL and PostgreSQL, into
the educational process, as they provide a high level of
data consistency, support for complex transactions, and
the SQL standard. Modern NoSQL solutions, such as
MongoDB, should be used for their flexible document
storage scheme, which facilitates scaling, and Cassan-
dra, which is notable for its high fault tolerance and
linear scaling when processing large amounts of data.
In addition, cybersecurity modules should be strength-
ened, particularly in the areas of penetration testing,
cryptography, and secure coding, as these areas provide
practical skills for identifying vulnerabilities, ensuring
data confidentiality, and developing secure software
products, which are critical in the context of growing
threats to information security.

Theoretical and methodological approaches should
be modernised separately. Traditional lectures should
be replaced by interactive formats: live case discus-
sions, simulations of real projects, the use of peer
learning methods, and the active introduction of prob-
lem-oriented and project-based learning. Methodolog-
ically, textbooks should be updated, for example, by
replacing outdated materials with modern interactive
platforms such as Codecademy, LeetCode, and Hacker-
Rank, where students can practise practical tasks with
automatic code verification. It is worth following the
example of CS50, Stanford CS229, Google Career Cer-
tificates, Microsoft Learn, and IBM SkillsBuild courses,
which combine short theoretical blocks with practical
tasks, certification, and career growth recommenda-
tions. Some ideas that can be borrowed from modern IT
courses include the use of mentoring, adaptive learning
with automatic task difficulty selection, integration of
real cases from open source projects, and involvement
of applicants in competitions such as Google Summer of
Code. Another positive practice is individual develop-
ment trajectories, where students can choose their spe-
cialisation: backend, frontend, data science, DevOps,
cybersecurity, game development, etc. The feasibility
of methodological and theoretical approaches needs to
be assessed systematically. In particular, surveys of stu-
dents can be used to assess the quality of teaching, the
level of material assimilation, and the relevance of the
subject matter. For example, if most students indicate
that the tasks are theoretical and do not correspond to
modern tools (e.g., they do not use Git, Docker, or CI/CD
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systems), this indicates a need to change the method-
ology. Another substantial indicator is the results of in-
dependent testing, student participation in hackathons,
competitions, open-source projects, and start-ups. As-
sessment can also be conducted through external au-
dits by IT companies: experts can analyse curricula, at-
tend coursework defences and internships, and review
projects. For instance, EPAM Systems can provide its
mentors to evaluate students’ teamwork in a real pro-
ject. Constant monitoring and open dialogue between
education and business can ensure contribution of
methodological and theoretical approaches to the for-
mation of true specialists in the modern IT industry.

The learning process can also be improved through
regular analysis of learning outcomes using digital tools
(LMS analytics, performance tracking, reflective journals)
and feedback from students and employers. Involving IT
companies in certification commissions, participating in
joint research projects, and introducing start-up incuba-
tors at universities contribute to the formation of a profes-
sional environment during the learning process.

Among the key recommendations for improving ed-
ucational programmes, the following can be highlight-
ed integration of new technologies and trends regular
updating of course content to reflect trends in IT, such
as generative artificial intelligence (GPT, LLM), Web3,
blockchain, quantum computing; updating teaching
materials; creating interactive textbooks with multime-
dia elements; integrating learning platforms into the
overall teaching system; refocusing on practice: 70% of
learning should be practice-oriented, including project
creation, stage-based learning, and working with real
technical tasks; career guidance and mentoring creat-
ing educational tracks that can be used by students to
choose a specialisation and orient themselves in real
professions; interdisciplinarity and soft skills; intro-
duction of courses in project management, communi-
cation, entrepreneurship, and digital ethics.

Thus, the modernisation of educational pro-
grammes, incorporating the requirements of IT compa-
nies, must be systematic, dynamic and based on partner-
ship between higher education institutions and industry
representatives. Only under such conditions is it possible
to train competitive specialists who are not only able to
work effectively in an IT environment, but also to be a
driving force for innovation in the digital economy:.

® Discussion

The results of this study showed that updating the con-
tent of IT specialist training programmes is necessary
to ensure compliance with digitalisation and sustain-
able development trends. This is consistent with the
findings of O. Popelo et al. (2024), emphasising that the
digitalisation of universities must be integrated into
educational processes, providing not only technical
knowledge but also the development of competencies
related to the digital economy. Similar conclusions were
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also made by P. Vinh (2021), emphasising that global
trends in the digital transformation of education re-
quire the adaptation of IT education programmes to the
real needs of the labour market. In addition, personal-
ised training programmes contribute to improving the
level of training of IT specialists, as they incorporate the
individual needs of students. This is partly consistent
with the findings of F. Fraile et al. (2023), proposing a
methodological model of personalised learning to sup-
port professional development in Industry 5.0, based
on an analysis of students’ competencies and needs.
Another substantial aspect is the development and ac-
creditation of educational programmes for IT special-
ists. The results of this study demonstrate that the use
of dynamic software contributes to the development
of students’ analytical thinking, which is substantial in
the training of IT specialists. A similar point of view is
supported by V. Yunchyk et al. (2021), arguing that cog-
nitive modelling of the learning process has a positive
effect on the formation of professional skills of IT spe-
cialists. The results of the study confirmed that the use
of a new approach to curriculum design can effective-
ly adapt the content of education to the requirements
of the labour market. This is consistent with the find-
ings of T. Kovaliuk et al. (2020), noting that ontological
models can be used to create structured educational
programmes that meet the real needs of the IT indus-
try and promote greater flexibility in curricula. In ad-
dition, a substantial aspect of updating the training of
IT specialists is the development of soft skills, in par-
ticular communication, teamwork and critical thinking
skills. This correlates with the conclusions of B. Zulauf
& N. Knipprath (2020), noting that modern IT special-
ists must have not only technical competencies but
also well-developed interpersonal skills. I. Shishenko
etal (2020) also noted the same idea, highlighting that
the use of interactive teaching methods can be used by
students to develop both technical and social skills.
The results of this study showed that the use of
new learning models in the professional training of IT
specialists contributes to the development of analyt-
ical thinking, the optimisation of learning processes,
and the improvement of the effectiveness of independ-
ent learning. This is consistent with the findings of
S. Jacobs & S. Jaschke (2023), arguing that integrating
different models into the learning process can acceler-
ate adaptation of future IT specialists to the changing
demands of the labour market and improve efficiency
of complex programming task solution. The authors
also emphasised that artificial intelligence models can
act as mentors, promoting personalised learning and
expanding students’ opportunities for independent
mastery of complex material. The study also found that
the use of a cloud environment in database training has
become an effective tool for training IT specialists, as it
provides practice with real technologies and develops
practical skills. This is consistent with the findings of
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0. Korotun et al. (2020), demonstrating that cloud-
based learning models improve students’ big data
skills and increase their competitiveness in the la-
bour market. This is also confirmed by the research of
0. Kopishynska et al. (2020), noting that the integration
of cloud technologies can be used by students to access
advanced information systems and promotes closer in-
teraction between educational institutions and the IT
industry. The results of this study indicate the signifi-
cant role of additional online courses in the training of
IT specialists, especially in the context of developing
flexible educational models. This is consistent with the
research of T. Sobchenko & 0. Zhelizniak (2023), who
noted that this contributes to the formation of profes-
sional competence by increasing the accessibility of
knowledge and providing personalised learning. Similar
conclusions were also made by S. Sharov et al. (2021) in
an analysis of the effectiveness of massive open online
courses in programming education, and they concluded
that such courses are a powerful tool for expanding the
professional opportunities of future IT specialists. The
structured organisation of such courses affects student
success. This is consistent with the findings of E. Kai-
la & K. Lemstrom (2023), demonstrating that well-or-
ganised courses with a defined schedule promote im-
proved learning, while flexible courses without a fixed
schedule can lead to lower student engagement.

The results of the study also demonstrated that the
continuous improvement of information technologies
in the educational process of future IT specialists con-
tributes to the formation of professional skills. This is
consistent with the findings of O. Karupu et al. (2021),
confirming that the use of digital technologies in math-
ematical disciplines improves mastery of algorithms,
technical literacy, and contributes to the development
of logical thinking among students. In addition, inter-
active teaching methods can also be an effective means
of increasing student motivation to study IT disciplines.
This correlates with the findings of M. Sade et al. (2021),
confirming that after completing programming courses
based on game mechanics, students demonstrated bet-
ter results in mastering the material. A similar study by
U. Stoltenberg & G. Michelsen (2023) noted that digital
technologies and interactive methods can contribute to
the development of competencies necessary for sustain-
able development by combining technical and ethical
aspects of learning. In the context of sustainable devel-
opment, the results of this study confirm that the digital
transformation of higher education is a key factor in en-
suring sustainable management of the educational pro-
cess. This is consistent with the findings of E. Abad-Se-
gura et al (2020), demonstrating that digitalisation
contributes to improving the effectiveness of learning,
expanding access to educational resources and reduc-
ing environmental impact by reducing the use of paper
materials. The results of this study also demonstrated
that integrating sustainable development principles into

higher education can help train IT specialists who pri-
oritise not only technological progress but also environ-
mental and social responsibility. This is consistent with
the study by D.A. Charkova & E. Somova (2023), conduct-
ed among IT students in Bulgaria. In particular, 67.3%
of respondents believe that university education should
promote the development of social and environmental
skills, and a significant proportion of students are willing
to refuse jobs related to fossil fuels or choose lower sala-
ries in favour of environmental principles.

The study revealed several issues in the profes-
sional training of IT specialists, including insufficient
practical training and a gap between theoretical knowl-
edge and labour market requirements. This is consist-
ent with the findings of O. Sysoiev (2022), identifying a
similar situation in the economic sphere, where educa-
tional programmes do not always meet the real needs
of professional activity. Similar results were obtained
by G. Tomer & S.K. Mishra (2023), determining that
many IT specialist training programmes do not include
enough case studies related to real work situations,
which makes it difficult for graduates to find employ-
ment. Nevertheless, the results of this study confirm
that updating the training of IT specialists in the con-
text of the digitalisation of education and sustainable
development should be based on a personalised ap-
proach, the integration of the latest technologies, close
cooperation with the IT industry, and the use of innova-
tive teaching methods.

® Conclusions

An analysis of curricula and teaching materials for
training IT specialists showed that the educational
programmes F2 Software Engineering, F3 Comput-
er Science and 126 Information Systems and Tech-
nologies are sufficiently structured and practically
oriented. The programmes combine fundamental
knowledge with applied competencies relevant to the
digital economy and Industry 4.0. Teaching materials,
including printed manuals, author presentations and
online courses, meet the modern challenges of digital-
isation. Interactive forms of learning are substantial,
promoting the development of analytical thinking and
teamwork skills necessary for successful professional
fulfilment in the IT field.

The study, which covered both IT teachers at three
higher education institutions in Ukraine and students,
identified modern trends, problems and potential in
the organisation of the educational process in the field
of information technology. An analysis of the teachers’
questionnaires showed that although the concept of
sustainable development is partially integrated into the
curricula, the full inclusion of this topic still needs to be
strengthened. The results of a survey of 60 IT teachers
indicate a low level of integration of the concept of sus-
tainable development into the curricula. The results of
the survey of IT teachers showed that 56.6% consider
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the level of student preparation to be average for the
challenges of the digital economy, and 31.6% consider
it to be high, while 11.8% assess it as low, indicating a
need to update the content of education. Despite the
popularity of the blended format (50%) and the active
use of Moodle (40%), only 25% of teachers regularly
took advanced training courses in digital pedagogy,
which may hinder the effective integration of modern
digital solutions into the educational process. Teachers
and IT company managers noted the relevance of de-
veloping not only technical skills, but also soft skills:
critical thinking, teamwork, and adaptability to tech-
nological changes. The blended learning format, sup-
ported by over 60% of respondents, along with a high
level of digital autonomy (79% of students master a
significant part of the material independently) and
active use of three main educational platforms (85%
of responses cover Moodle, Google Classroom and
Teams), demonstrates the adaptability of students to
the modern integrated learning environment. At the
same time, only 22% of respondents are deeply famil-
iar with the concept of “sustainable development”, and
71% indicate an insufficient level of practical training,
which highlights the need to strengthen the applied
component of education and include relevant thematic
courses in educational programmes.
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Inclusion of topics such as cybersecurity, DevOps,
cloud technologies, big data, artificial intelligence, as
well as modern programming languages and frame-
works in the curriculum, was emphasised. Method-
ological approaches need to be modernised: instead
of traditional lectures, simulations, case studies, peer
learning, project-based and problem-oriented learning
should be used. This will not only improve the assimi-
lation of material but also develop critical thinking and
the ability to solve complex problems independently.
The limitations of the study are its focus on a sample of
only three universities and the lack of a detailed qual-
itative analysis of motivational factors. The prospects
for the study lie in further analysis of the effectiveness
of the educational innovations implemented and the
development of dual IT education models in collabora-
tion with leading companies in the industry.
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TeopeTUYHi Ta MeToaMYHI Niaxoau 0o OHOBNEHHSA niarotoBku IT-daxiBuiB B
YMOBaX CTaJIoro po3BUTKY Ta LinppoBi3aLii ocBiTH

HaTtania KoTeHko
KaHamoaTt negaroriyHunX Hayk, AOLUeHT
[Jep>kaBHMM TOProBebHO-€KOHOMIYHUI YHiBEpCUTET
02156, Byn. KioTo, 19, M. K1iB, YKpaiHa
https://orcid.org/0000-0002-2675-6514

B AHoTauif. MeTo foctifkeHHs 6yJ10 poaHaaizyBaTH epeKTUBHICTb OCBITHIX nmporpam crnerjajbHocTel F2
[H>xeHepist mporpamMHoro 3a6e3nedeHHs, F3 Komn'rotepHi Hayku i 126 IHdopmaniiiHi cucremu Ta TexHoJorii
Ta BU3HAYUTHU ULIAXU IX YJOCKOHAJIEHHS BIJNOBIIHO A0 BUMOT JaHOi iHAycTpii. MeTogoJsioria gocC/i»KeHHs
BKJ/IIOYaJla aHKeTyBaHHf, KiJIbKICHUNM aHaJi3, NOpIBHAJBHUN aHali3 OCBITHIX NporpaM i eKCHepTHY OLiIHKY
MeTOAWYHUX MaTepiasiB. ¥ XoAi AoC/iIKeHHs, MPOBeIeHOT0 BNPO/OBX BepecHs 2024 poky, 6y/s0 BUSIBJIEHO,
110 OCBIiTHI mporpaMu miAroToBKU ¢axiBLiB 3 KOMI'IOTEPHUX HayK, iHXeHepii nporpaMHoro 3abe3neyeHHsl Ta
iHpopManifiHUxX cucTeM MOTPeOGYIOTh OHOBJIEHHS BiJANOBiAHO /0 BUMOI pUHKY mpani. Y pesysnbTaTi aHaslizy
MeTOJJMYHUX MaTepiasiB 3's1COBaHO, 1110 6iJIbLIICTb OCBITHIX TPOTpaM He aKTyaJsli3yl0Th TeXHOJIOTii Ta iHCTpyMeHTH
npodeciiiHoi chepH, a TaKoK He BPAaxOBYIOTb PO3BUTOK IMGPOBUX yMiHb Ta NPUHLMIIB CTAJOTO PO3BUTKY.
Ha#tnonynsipHimoro miaTdopMoro s HaBYaHHs cTaB Moodle, skuii BUkopuctoByBaiu 40 % onutanux. [{lupposa
IPaMOTHICTb CTY/IEHTIB, 3a OL[iHKaMU BUKJa/JauiB, 3/ie6inbiioro cepeHporo piBHea (56,6 %). Bucokuil piBeHb
BifizHauuau suie 31,6 % pecrnoH/IeHTIB, 1[0 BKa3aJo Ha NOTpe6y B po3BUTKY NpodeciiiHOl KoMIeTeHTHOCTI.
[llof10 onMTYBaHHA CTY/EHTIB, TO BUSIBJIEHO, 1110 IOMiHYE caMe 3MilaHa ¢opMa opraHisanii ocBiTHbOTO npolecy
(monazm 60 % migTPUMKM) y MOEAHAHHI 3 BUCOKOI IMPPOBOI aBTOHOMi€w CTyAeHTIB (79 % camocTiiiHoro
omnpaloBaHHA MarepiasiB). AHa/i3 MiATOTOBKMU BUABUB, 1[0 X04Ya € OKpeMi cnpobu iHTerpyBaTH iHHOBALiMHI
TEXHOJIOTii, 30KpeMa IITYYHUH iHTeJIeKT, Horo BIPOBa/PKEHHS € HEJJOCTATHIM /IJ1s1 TOBHOTO PO3BUTKY axiBLiB.
BusiBjieHO MOTpPe6y B yOCKOHA/IEHHI METOAUYHUX MiAXO/IB /0 BUKJIa[aHHSA, Yepe3 iHTerpariro oHJalH-KypciB
i mpoekTHOi AistnpHOCTI. OTpUMaHi pe3y/sbTaTH MOXYTh OYTH BHKOPHUCTAHI BUKJIaJ@auaMH, afMiHicTpaunisiMu
3aKJIaZliB BUIOI OCBITH /IS y/JOCKOHAJIEHHSI METO MK MiATOTOBKU QaxiBILiB, 30KpeMa [JIJi1 OHOBJIEHHS] OCBiTHIX
[porpaM BiJIIOBIJHO 0 BUMOT Cy4YaCHOI'O PUHKY npani

B KnwouoBi cnoBa: nu¢poBi TexHoJOril; TeXHOJOriYyHI 3MiHM; 3axUCT iHopwMmalii; KpUTUYHE MHUCJIEeHHS;
CaMOHaBYaHHS
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